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(54) Title: MULTI-PROTOCOL MESSAGE SEQUENCE GENERATOR 
(57) Abstract 

A system and method enabling a user to define a sequence 
of messages and transmit the messages to a target network object 
for testing. The use of the invention requires no generation, 
development, or modification of source code. A graphical user 
interface (GUI 212) is provided that allows a user to simply select the 
message type, content, and sequencing the user wishes to generate. 
The GUI also allows a user to select actual messages (212) that had 
been generated by actual network source objects. These messages 
can be sent to network management systems for testing of actual 
network events. The present invention also allows a user to edit 
existing messages. These functions provide a user with a wide array 
of options for creating virtually any testing scenario in a quick, easy, 
and efficient manner. 
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Multi-Protocol Message Sequence Generator 
Background of the Invention 

Field of the Invention 

The present invention relates to systems and methods for testing, in a controlled 
manner, the response of network objects to the reception of messages from other network 
objects and, in particular, to systems and methods for conveniently generating and transmitting 
multi -protocol message sequences from a general purpose computer to a network object under 
test, whereby the messages appear as if they were generated by actual network objects. 

Related Art 

The rapid growth in the number, size, and importance of computer networks has 
greatly increased the need to verify that components to be deployed within a network, such as 
network management systems, will preform exactly according to specification. Accordingly, 
there is a need to test the response of network management systems in a simulated network 
environment. 

Network management systems receive events (messages) from a wide variety of 
network components, such as network switches and network routers. The management 
systems are programmed to respond in a specific way to certain events (messages) received 
from certain network components. For example, if a network switch sends a message to the 
management system indicating that the switch's capacity has been reached, the network 
management system is programmed to respond by setting off an alarm. An individual in 
charge of maintaining the network will respond to the alarm and, it is hoped, fix the capacity 
problem. In this manner, a network is efficiently monitored and all problems that arise can be 
quickly dealt with. 

Prior to deploying a management system into a network, the management system's 
response to the reception of events (messages) must be thoroughly tested. This requires a 
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controlled testing environment in which messages or message sequences are sent to the 
management system to verify that it responds properly. 

One solution for providing this controlled testing environment, in which messages or 
message sequences are sent to the management system, consists of creating customized 
software programs that emulate or simulate the behavior of certain network components. This 
approach, however, has significant drawbacks. First, to accurately emulate the components of 
a network all possible scenarios must be accounted for in the emulation program. It is 
virtually impossible, and at the very least, extremely expensive, to create an emulation that can 
account for the hundreds of possible scenarios. 

Additionally, emulation programs once created are difficult to use and maintain. Each 
time a network component is changed the emulation program must also be modified to 
account for all the changes. Time consuming and effort intensive modifications to the 
emulation program would also be needed to support a change in the underlying 
communications protocols. 

Another possible way to perform controlled tests of a network management system is 
to assemble actual network components in a laboratory and manually cause the components to 
send messages to the management system. With this approach, however, it is often impossible 
to obtain complete coverage of all testing scenarios because it is difficult to manually cause the 
components to send certain alarm messages. 

What is needed is a reliable and easy to use application that enables a user to construct 
any desired sequence of messages and send them to a target network management system for 
testing. Furthermore, use of the application should not require the generation, development, 
or modification of computer program source code. 
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Summary of the Invention 

The present invention provides a system and method for allowing a user to generate 
and transmit message sequences. The message sequences are transmitted to network target 
objects so that the user can verify the response of a network target object to the reception of a 
particular message sequence. 

The system and method further provide a means for the user to create a message 
sequence definition for specifying the message sequence to be generated. Additionally, the 
system provides a convenient and easy to use graphical user interface for creating the message 
sequence definition. The system also includes storage means for saving and retrieving 
message sequence definitions and message sequence items that comprise the message 
sequence definition. 

The present invention transmits message sequences from a message sequence 
generator to a data collector. The data collector stores the message sequence into a particular 
store forward file based on the network target object to receive the message sequence. A data 
distributor continuously monitors the store forward file. After the data collector has stored a 
message into the store forward file, the data distributor will read the file, create a copy of the 
message, apply, if necessary, a filter to the message based on the data distributor's 
configuration file, and transmit the message to the intended target object. Alternatively, the 
data distributor could be configured to apply a filter to each message based on the network 
source object associated with each message, instead of based on the configuration file. 

In another alternative embodiment of the invention, the message sequence generator 
sends each message of a message sequence to a particular data collector based on the network 
source object type associated with the message. Thus, only messages that share the same 
network source object type will be transmitted to a particular data collector. Each data 
collector will store the messages in a particular store forward file based on the network target 
object. Each of the store forward files will be monitored by a single data distributor. Each 
data distributor will read in messages from the file it is monitoring, apply a filter to the 


WO 98/57268 


PCT/US98/11801 


4 

messages based on a configuration file, and transmit the messages to the intended target 
object. 

In yet another alternative embodiment of the invention, the message sequence 
generator transmits all message sequences to a single data collector. The data collector will 
store the individual messages in a particular store forward file based on the network source 
object type and network target object associated with the message. Each store forward file 
will be monitored by a data distributor. The data distributor will read in messages from the file 
it is monitoring, apply a filter to the messages based on a configuration file, and transmit the 
messages to the intended target object. 

In yet another embodiment, the message sequence generator transmits message 
sequences directly to target objects, thereby bypassing the data collector and data distributor. 

Another object of the invention is to allow time slices of actual network messages to 
be transmitted to a target object. A "time slice" of messages is a set of network source object 
messages stored in a production store forward file that were generated within a certain period 
of time. Each message in a production store forward file has an associated time stamp 
indicating the time of day the message was generated. In this scenario, a data collector has 
access to copies of production store forward files, and the message sequence generator has the 
ability to transmit a command message to the data distributor. The command message 
supplies a start and stop time and the name of a file containing a copy of the contents of a 
production store forward file. The data distributor receives the command message from the 
message sequence generator and then reads in messages from the file that have time stamps 
that fall within the start and stop time specified by the command message. Those messages 
that were read in would then be filtered and transmitted to a target object. In this manner, 
time slices of data are transmitted to the target object. 

The present invention enables users to construct any desired sequence of messages and 
send them to a target network management system for testing. Furthermore, use of the 
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present invention does not require the generation, development, or modification of computer 
program source code. 

Summary of the Drawings 

The foregoing and other features and advantages of the present invention will be 
apparent from the following, more particular description of a preferred embodiment of the 
invention, as illustrated in the accompanying drawings. 

FIG. 1 is a high-level diagram illustrating the preferred controlled test environment. 

FIG. 2 is a high-level diagram illustrating the preferred embodiment of the message 
sequence generator. 

FIG. 3 illustrates a message sequence definition. 

FIGS. 4 A and 4B illustrates the graphical user interface used by the present invention 
with which the user interacts with to create a message sequence definition. 

FIGS. 5A, 5B, and 5C are flow charts illustrating the operational flow of the message 
sequence generator in accordance with the present invention. 

FIG. 6 is a flow chart illustrating the operational flow of the data collector in 
accordance with the present invention. 

FIG. 7 is a flow chart illustrating the operation flow of the data distributor in 
accordance with the present invention. 

FIG. 8 is a diagram illustrating a production network environment that the present 
invention is capable of simulating. 

FIG. 9 is a diagram illustrating a test environment where time slices of data that came 
from actual network source objects can be transmitted to the network target object. 

FIG. 10 is a high-level diagram illustrating an alternative test environment. 

The preferred embodiment of the invention is now described with reference to the 
figures where like reference numbers indicate like elements. Also in the figures, the left most 
digits of each reference number correspond to the figure in which the reference number is first 
used. 
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Detailed Description of the Preferred Embodiment 

The present invention provides a controlled test environment for verifying the response 
of target objects to the reception of message sequences. More specifically, the test 
environment includes a message sequence generator for defining and generating message 
sequences. The message sequences defined and generated by the message sequence generator 
correspond to actual message sequences transmitted by network source objects to target 
objects in a production network. By simulating the production network in this manner, the 
system and method of the present invention provide an accurate means for verifying the 
response of network target objects to the reception of message sequences in a controlled test 
environment. 

The term network source object is a generic term referring to any device capable of 
communicating messages on a network. Such devices include but are not limited to: switches, 
routers, bridges, repeaters, etc. . . The term target network object is also a generic term. The 
term target network object refers to any network object that is responsive to the reception of a 
message sequence. Such network objects include but are not limited to network management 
systems. 

FIG. 1 illustrates the preferred controlled test environment. The controlled test 
environment includes one or more message sequence generators 1 02 connected to a TCP/IP 
communications network 103, a data collector 108 also connected to the TCP/IP 
communications network 103, one or more store forward files 110 that are accessible by data 
collector 108, one or more data distributors 112 that monitor store forward files 1 10, and one 
or more target objects 1 14 that receive a message sequence 106 from data distributors 1 12. 
Data collector 108 and data distributor 1 12 are software applications which run on, for 
example, a DEC Alpha computer. Message sequence generator 102 will be described in more 
detail with reference to FIG. 2. 

FIG. 2 illustrates the preferred embodiment of message sequence generator 1 02. The 
features of message sequence generator 102 include a message sequence engine 21 8, a 
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message database 214, a message text file 216, a display monitor 210, a graphical user 
interface (GUI) 212, a memory storage area 220 for storing message sequence definition 222, 
and a network interface 224. Network interface 224 is connected to communications 
network 103. In the preferred embodiment, communication network 103 is a Transport 
Control Protocol/Internet Protocol (TCP/IP) communication network, or any other 
communication network that can transfer the messages described herein. 

Message sequence engine 218 is a software application running on a Personal 
Computer (PC) controlled by the Windows operating system. In the preferred embodiment, 
message sequence engine 218 is implemented using the PowerBuilder development 
environment with a PowerSockets library included. PowerBuilder is a fourth generation 
language that enables a programmer to develop windows graphically. PowerSockets is a 
library that can be used with PowerBuilder to produce a TCP/IP capable application. The 
invention, however, is not limited to the PowerBuilder development environment. Other 
development environments, such as the C or C++ development environments, may be used to 
implement the functionality of message sequence engine 218. 

Message sequence engine 21 8, among other things, allows a user to create a message 
sequence definition 222 via GUI 212, and upon the user's request, causes network interface 
224 to transmit message sequence 106, which corresponds to message sequence definition 
222, onto communications network 1 03. Message sequence definition 222 will be described 
in more detail with reference to FIG. 3. 

Message database 214 is a storage device that is accessible by message sequence 
engine 218. Message database 214 contains actual messages that have been sent by network 
source objects to target objects and/or user created messages. Message database 214 is 
populated with actual messages that had been sent from network source objects to target 
objects by importing the contents of production store forward files 810. Message database 
214 also contains message sequence definitions that a user has previously created and saved to 
message database 214. Message text file 216 is similar to message database 214. Message 
text file 216 may contain actual messages that have been sent by network source objects to 
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target objects and/or user created messages, and it is accessible to message sequence engine 
218. However, unlike message database 214, message text file 216 can be created by a user 
using a standard word processing application. 

FIG. 3 illustrates message sequence definition 222. Message sequence definition 222 
defines message sequence 106. Message sequence definition is stored in memory storage area 
220 by message sequence engine 218. Message sequence definition 222 is created by a user 
interacting with message sequence engine 218 via GUI 212 and display 210. This process will 
be described in more detail with reference to FIGS. 4A and 4B. 

Message sequence definition 222 comprises one or more sequence items 3 02 A, 
302B, . . 302N. Sequence item 302C is a representative sequence item. Sequence item 
302C comprises four data records: (1) network source object identifier 304; (2) data message 
306 to be sent to the target object; (3) the number of times to send the message 308; and (4) 
the delay time 3 1 0 between the sending of each data message 306. The number of times to 
send the message data record 308 may contain a value of 1 . 

FIGS. 4 A and 4B shows GUI windows 404 (Message Generation window) and 430 
(Edit Sequence Item window) with which the user interacts with to create message sequence 
definition 222. A user interacts with GUI windows 404 and 430 by means of a keyboard and 
a mouse with a left and a right button or similar pointing device (the keyboard and mouse are 
not shown). This type of point and click technology is well known in the art. Described 
below are the preferred steps a user would take in operating message sequence generator 1 02 
via GUI 212 to create message sequence definition 222. 

When a user wishes to test a target system by sending messages to the target, the user 
will invoke message sequence engine 218. Upon invocation, the message sequence engine will 
display Message Generation window 404. When Message Generation window 404 is first 
displayed, message sequence definition 222 does not contain any sequence items. 
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Message Generation window 404 includes a message sequence text entry field 406, a 
target system pull down window 408, a message sequence display window 410, a pop-up 
menu 412 which is hidden from the user until the user presses the right mouse button while the 
mouse pointer is within the boundaries of message sequence display window 410, a Load 
button 414, a Save button 416, a Generate button 418, a Clear button 420, and a Cancel 
button 422. Message sequence display window 410 displays all sequence items 302 of 
message sequence definition 222. At start up, message sequence data window 410 is clear 
because no sequence items 302 have been added to message sequence definition 222. 

There are two ways for a user to add sequence items to the empty message sequence 
definition 222. First, a user could input a sequence name in message sequence text entry field 
406 and then click on Load button 414. Clicking on the Load button signals message 
sequence engine 218 to search message database 214 for a previously saved sequence 
definition having the name that the user specified in text entry field 406. If one is found, 
message sequence engine 218 will load from message database 214 the corresponding 
sequence items into message sequence definition 222. 

The second way of adding sequence items to the empty message sequence definition is 
to manually add them to the definition. Pressing the right mouse button in message sequence 
display window 410 creates a pop-up menu 412 on the display. Pop-up menu 412 enables a 
user to add, insert, change, copy, delete, or restore a sequence item. To add a sequence item 
302 to the message sequence definition 222 a user would select the "Add" pop-up menu 
option. Upon selecting the "Add" option, message sequence engine 21 8 will display Edit 
Sequence Item window 430 (FIG. 4B) and add a blank sequence item 302 to the sequence 
definition 222. 

Edit Sequence Item window 430 includes: a message text window 432; a menu bar 
434; a Device Name drop-down window 436; a Specific Device drop-down window 438; 
input fields 440, 442, 444, 446, 448, and 450 for specifying the number of times to generate 
the message and the delay after each message respectively; a Paste toggle button 452; an Add 
button 454; an Insert button 456; a Change button 458; and a Cancel button 460. 
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When Edit Sequence Item window 430 is first displayed, Paste toggle button 452 is 
not activated and Add, Insert, and Change buttons 454-458 are inactive. When the Past 
toggle button is inactivated, any changes to the sequence item 302 in the Edit Sequence Item 
window 430 will automatically appear in message sequence display window 410, and will 
automatically become part of message sequence definition 222. However, when Paste toggle 
button is activated the buttons Add, Insert and Change become active and any changes to the 
sequence item will not automatically appear in message sequence display window 410. To 
have changes in the sequence item appear in the message sequence data window while in Paste 
mode, a user must select either the Add, Insert, or Change button. 

Edit Sequence Item window 430 enables a user to specify all of the necessary elements 
of a sequence item 302 (see FIG. 3). For example, the device name drop-down data window 
436 allows a user to specify the network source object 304. To specify data message 306 that 
is to be transmitted to one of the target objects 1 14, a user has two options. First, a user 
could simply use the keyboard to type a data message into message text window 432. 
Alternatively, a user could select the "Open Message" menu option from menu bar 434. 
Selecting this option presents a user with four additional options. These options are: (1 ) Open 
Formatted Message Catalog; (2) Open Formatted Message File; (3) Open Unformatted 
Message Catalog; and (4) Open Unformatted Message File. Selecting options (1) or (3) will 
present a user with formatted or unformatted messages that are stored in message database 
214. Selecting options (2) or (4) will present a user with formatted or unformatted messages 
that are stored in message text file 216. 

A formatted message, as opposed to an unformatted message, is a message that has 
been processed by a filter. A filtering process is a process that modifies a message so that the 
message can be understood by a target system. The filtering process can be thought of as a 
translation process. An example filter could be one that adds a header to each message from 
a particular network source object. A reason filtering may be required is that certain source 
objects and target objects may have been manufactured by different vendors and thus can not 
communicate directly without message filtration. The present invention, therefore, gives a 
user flexibility in that the user can select either pre-filtered messages (i.e. formatted messages) 
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or non-filtered messages (i.e. unformatted messages). If the user selects unformatted 
messages then the message filtering may be performed by data distributor 1 12, depending on 
its configuration file, as will be discussed in more detail with reference to FIG. 7. 

After the messages are presented to a user, the user simply clicks on the message he or 
she desires to include in the sequence item. The message will then be displayed in message 
text window 432. The message text window 432 provides a means for the user to edit data 
messages. 

Upon completely specifying the sequence item 302 through Edit Sequence Item 
window 430, a user can simply close the window to get back to the main Message Generation 
window 404 where the sequence item 302 will be displayed in message sequence display 
window 410. At this point a user can add additional sequence items 302 to message sequence 
definition 222 or insert, change, copy, delete, or restore an existing sequence item. A user can 
perform these functions by once again positioning the mouse in message sequence data 
window 410 and clicking on the right mouse button which will bring up pop-up menu 412. 

Before the messages defined in message sequence definition 222 are transmitted to a 
target object, a user must specify the target object that is to receive the messages. Target 
system drop-down data window 408 enables the user to perform this step. Upon creating the 
sequence definition and specifying the target object to receive the messages, a user may send a 
generate signal to message sequence engine 218 by clicking on the Generate button 418. The 
generate signal signals the message sequence engine 218 to begin the process of transmitting 
message sequence 106, which corresponds to message sequence definition 222, to a target 
object. A user may also click on Save button 416 which will cause the message sequence 
definition to be stored in the message database 214 for subsequent retrieval. 

FIGS. 5 A, 5B, and 5C illustrate a flow chart 500 depicting the operation of message 
sequence engine 218. The flowchart 500 is of sufficient detail to enable one skilled in the 
relevant art to generate a computer program or a computer program product in accordance 
with the present invention. A user 206 wanting to test the response of a target object to the 
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reception of a message sequence will invoke message sequence engine 218. As stated earlier, 
message sequence engine 218 is a Windows application and it is well known in the art how to 
invoke it. Upon invocation, message sequence engine 218 will create an empty message 
sequence definition 222 and display Message Generation window 404. This is shown in steps 
504 and 506, respectively. Next, message sequence engine 218 will wait for user 206 to take 
action. This is shown in step 508. Message sequence engine 218 will react in a specific way 
to a specific user action, therefore, it will determine which action the user has taken. This is 
shown in steps 510, 524, 530, 560, 568, and 576. 

If user 206 activates Load button 414, message sequence engine 218 will retrieve a 
message sequence identifier from message sequence text entry field 406. This is shown in step 
512. Message sequence engine 218 will then search message database 214 for a previously 
saved sequence definition having the same identifier as the one specified in message sequence 
text entry field 406. This is shown in step 514. In step 516, message sequence engine 218 
will determine if it found what it was searching for. If a previously saved sequence definition 
is found, then message sequence engine 218 will load from message database 214 the 
corresponding sequence items into message sequence definition 222 (as shown in step 520) 
and control will pass to step 522, else an error message will be displayed (step 518) and 
control will pass back to step 508. In step 522, message sequence engine 218 will display all 
of the sequence items 302 of message sequence definition 222 in message sequence display 
window 410. After step 522, control passes back to step 508 where message sequence engine 
218 will wait for another user action. 

If user 206 activates Save button 416, message sequence engine will retrieve a 
message sequence identifier from message sequence text entry field 406. This is shown in step 
526. Next, engine 218 will store sequence items 320, which comprise the message sequence 
definition 222, into message database 214 together with the identifier so that the sequence 
items can be retrieved at a later time. This is shown in step 528. After completing step 528, 
control returns to step 508 where message sequence engine 218 will wait for another user 
action. 
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If user 206 activates the Generate button 418, message sequence engine 218 will 
retrieve a target system identifier from target system pull down window 408. This is shown in 
step 532. Next, it will determine whether there is an existing TCP/IP connection with data 
collector 108. This is shown in step 534. If there is not an existing TCP/IP connection, 
control will proceed to step 540, otherwise message sequence engine will determine whether 
the target system identifier has changed since the previous generate request (step 536). If the 
identifier has changed, control passes to step 538, otherwise control passes to step 544. 

In step 538, the existing TCP/IP connection is closed by message sequence engine 218. 
After closing the connection, message sequence engine directs network interface 224 to 
transmit a TCP/IP connect request to data collector 108 (step 540). Once the connection is 
established, registration message 104, which contains, among other items, the target system 
identifier, is transmitted to data collector 108 (step 542). Sending registration message 104 
establishes a session between message sequence engine 218 and data collector 108. The target 
system identifier contained in the registration message 104 identifies target object 1 14A-D that 
is to receive message sequence 106. The target system identifier is used by data collector 108, 
as will be discussed with reference to FIG. 6. 

In step 544, it is determined whether there is at least one sequence item in message 
sequence definition 222. If there isn't, then an error message is generated (step 558) and 
control passes to step 508, otherwise control passes to step 546. In step 546, the first 
sequence item is retrieved from message sequence definition 222. Next, the number of times 
to send data message 308 and the delay value 3 10 are determined from the contents of the 
sequence item (steps 548 and 550). Following this, message sequence engine 218, utilizing 
network interface 224, transmits data message 306 the number of times specified in the 
sequence item with a delay between each message equal to the delay specified in the sequence 
item (step 552). As an illustrative example, assume the sequence item contains the following 
data: data message 306 = "Hello World"; number of times to send message 308 = 3; delay 
time 310 = 5 seconds. Given this scenario, engine 218 will send a sequence of three messages 
to the data collector. The three messages will contain the data "Hello World' 1 and there will be 
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a 5 second delay between the transmission of each message. After step 552, control passes to 
step 554. 

In step 554, it is determined whether there are more sequence items to process. If 
there are no more to process control passes to step 508, otherwise control passes to step 556. 
In step 556 the next sequence item from the message sequence definition 222 is retrieved . 
Control then passes back to step 548. In this manner, all sequence items in message sequence 
definition 222 will be processed. 

If user 206 activates Clear button 420, message sequence engine 218 will ask user 206 
for confirmation, as is shown in step 562. Upon receiving confirmation, message sequence 
engine will clear message generation window 404 and re-initialize message sequence definition 
222 such that it will not contain any sequence items. This is shown in steps 564 and 567 
respectively. If confirmation is not received, control passes to step 508. 

Similarly, if user 206 activates Cancel button 422, message sequence engine will ask 
user 206 for confirmation, as shown in step 570. Upon receiving confirmation, message 
sequence engine will close the message generation window 404 and terminate itself. This is 
shown in step 574. 

Lastly, if user 206 activates the pop-up menu by pressing on the right mouse button 
while the mouse pointer is within the message sequence display window 410, message 
sequence engine 218 will display pop-up menu 412. This is shown in step 578. Next, engine 
218 will get the user's selection. If user 206 selected Add from the pop-up menu, message 
sequence engine 218 will display a blank Edit Sequence Item window 430. This is shown in 
step 586. In step 588, message sequence engine 218 will receive input from user 206 
specifying a sequence item. How a user interacts with the Edit Sequence Item window has 
been described with reference to FIG. 4B. In step 590, message sequence engine will add the 
sequence item to message sequence definition 222 and display the sequence item in message 
sequence display window 410, as shown in step 592. After completing step 592, control 
passes back to step 508. If user 206 does not select Add from the pop-up menu, then engine 
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218 will process either the insert, change, delete, or restore selection, as shown in step 584, 
and then control will return to step 508. The details of how these selections are processed is 
not shown for it is well within the ability of one skilled in the art to determine how those 
selections should be processed in view of the description of how the Add selection is 
processed. 

FIG. 6 illustrates a flow chart 602 depicting the operation of data collector 108. The 
flowchart 602 is of sufficient detail to enable one skilled in the relevant art to generate a 
computer program or a computer program product in accordance with the present invention. 
FIG. 6 starts with step 606 , where control immediately passes to step 610. In step 610, the 
data collector waits for an incoming TCP/IP connect request from the message sequence 
generator 102. If a connect request is received, data collector 108 will accept the request 
(step 612), which will create a logical connection between message sequence generator 102 
and data collector 108. Data collector 108 then waits for message sequence generator 102 to 
transmit a registration message 104 (step 614). Once a registration message is received, data 
collector 108 will determine if registration message 104 is valid, as shown in step 618. If the 
registration message is not valid, step 622 is performed. In step 622, the data collector will 
close the TCP/IP connection, thereby logically disconnecting itself from message sequence 
generator 102. After closing the connection, data collector 108 will wait for the next 
incoming TCP/IP connection request, as shown in step 610. 

If the registration message 104 is valid, then step 626 is performed. In step 626, the 
data collector 108 will use the target system identifier contained in registration message 104 to 
identify the store forward file 110 that will be used to store messages received on the 
established TCP/IP connection from message sequence generator 102. The target system 
identifier determines which store forward file 1 10 will be used because, in the preferred 
embodiment there is a one-to-one correspondence between store forward files 110 and target 
objects 114. In other words, in the preferred embodiment, for each target object 1 14, there is 
a single corresponding store forward file 1 10. 
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After step 626 is performed, control passes to step 630. In step 630, data collector 
108 will wait for messages or a disconnect from message sequence generator 102. Upon 
receiving either a message or a disconnect control passes from step 630 to step 636. Step 636 
is a decisional step. If a message was received control will pass to step 638, otherwise control 
passes back to step 622. In step 638, data collector 108 will store the message received in the 
identified store forward file. After completing this step, control goes back to step 630. 

FIG. 7 illustrates a flow chart 702 depicting the operation of data distributor 1 12 A. 
Data distributor 1 12A is a representative data distributor 1 12. The flowchart 702 is of 
sufficient detail to enable one skilled in the relevant art to generate a computer program or a 
computer program product in accordance with the present invention. FIG. 7 starts with step 
704, where control immediately passes to step 706. In step 706, the data distributor will read 
its configuration file. The configuration file, among other things, controls whether data 
distributor 1 12A will filter messages and dictates what filter will used. After the completion of 
step 706, control passes to step 708. In step 708, the data distributor 1 12A retrieves the 
status of the store forward file 1 1 OA that it is monitoring. In the preferred embodiment, there 
is a one-to-one relationship between store forward files 1 10 and data distributors 112. If data 
distributor 1 12A determines that the status indicates that a new message has been stored in 
store forward file 1 10A (step 712), then control passes to step 716, otherwise control goes 
back to step 708. In step 716, data distributor 1 12A will read a portion of store forward file 
1 1 OA and create a copy of the new message that was stored in the store forward file. Upon 
completion of this step, control passes to step 718. In step 718, data distributor 1 12A 
determines whether it should filter the copied message. If it is to apply a filter, then it will 
filter the copied message (step 720) and then transmit the filtered message to the target object 
(step 722). If it is not to apply a filter then it simply transmits the message to the appropriate 
target object (step 722). After step 722, control returns to step 708. 

It should be noted that a data distributor 1 12 can be configured to use one of many 
communications protocols when communicating with a target object. As shown in FIG. 1 , the 
four data distributors 1 12A-D are configured to communicate via TCP/IP, LU0, X.25, and 
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DECNET respectively. The invention, however, is not limited to these protocols or this 
number of data collectors and target objects. 

The ability of the data distributors to communicate via a wide variety of 
communications protocols means that a single message sequence generator 102, which may be 
capable of only TCP/IP communication, is able to send messages to numerous target objects, 
regardless of the communication protocol a target object is configured to use. Consequently, 
a single message sequence generator 102 can be utilized in a wide variety of test environments 
without having to make any modifications to the message sequence generator 102. 

Utilizing the controlled test environment as described above allows user 206 to verify 
the response of target object 1 14 to the reception of message sequence 106. Consequently, 
the response of target system 1 14 to a certain message sequence 106 can be verified in a 
convenient, flexible, controlled test environment. 

FIG. 8 illustrates a typical production network 800. In production network 800, 
network source objects 802 communicate with target objects 814 using the same data 
collector/data distributor system of the test environment depicted in FIG. 1 . Consequently, 
the test environment depicted in FIG. 1 accurately simulates the production environment, thus 
ensuring accurate test results. 

Because the production network utilizes the data collector, there exist production store 
forward files 810 that contain actual network messages that were sent by source objects to 
target objects. It is possible to import the contents of production store forward files 810 into 
message database 214. 

Additionally, the existence of the production store forward files allows message 
sequence generator 102 the ability to play back "time slices" of data that came from actual 
network source objects. A "time slice" of data is a set of network source object messages that 
occur within a certain period of time. Message sequence generator 102 is able to play back 
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time slices because all messages in the store forward files 810 have time stamps indicating the 
time at which the message was placed in the file. 

FIG. 9 illustrates a test environment where time slices of data are transmitted to a 
target object 1 14. The test environment includes a message sequence generator 902, a data 
distributor 912, a TCP/IP communications network 903 for enabling the message sequence 
generator 902 to communicate with the data collector 912, one or more store forward files 
910A-N, and a target object 914. Although only one message sequence generator, data 
distributor, and target object is illustrated, it should be appreciated by one skilled in the art 
that the test environment can include a plurality of message sequence generators, data 
distributors, and/or target objects. 

The store forward files 910A-N are copies of production store forwards files 810A-N. 
A user (not shown) would direct message sequence generator 902 to send a command 
message 904 to data distributor 912. Command message 904 comprises the name of a store 
forward file and a start and stop time. Data distributor 912 receives command message 904 
and proceeds to read messages from the named store forward file that have time stamps that 
fall between the start and stop time. Those messages 906 would then be transmitted to the 
target object. The data distributor may also filter the messages prior to transmitting them to 
the target object. Alternatively, Message sequence generator 902 could grow to include the 
retrieval of time slices of data from store forward files in the same way that Message sequence 
generator 902 has the ability to retrieve messages and message sequences from message 
database 214. 

FIG. 10 illustrates another alternative test environment. As depicted in FIG 10, 
message sequence generator 102 can communicate directly with target systems via TCP/IP, or 
any other communication protocol that can transfer the messages described herein. 
Consequently, the data collector 108 and data distributor 1 12 are bypassed in the alternative 
test environment. The message sequence generator 102 in the alternative test environment 
operates exactly as it would in the test environment depicted in FIG. 1, except with respect to 
operations in response to user 206 activating the generate button. In the alternative 
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environment, only two steps of flowchart 500 need to be modified. First, step 540 should be 
changed from sending a TCP/IP connect request to data collector 108 to sending a TCP/IP 
connect request to the target object 1 14 that is identified by the target system identifier. 
Second, step 542 would not be performed in the alternative environment. Other than these 
two steps, message sequence generator 1 02 operates the same way in the preferred and the 
alternative test environments. 

While various embodiments of the present invention have been described above, it 
should be understood that they have been presented by way of example, and not limitation. 
Thus the breadth and scope of the present invention should not be limited by any of the above- 
described exemplary embodiments, but should be defined only in accordance with the 
following claims and their equivalents. 
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What is claimed is; 

1 . A system for verifying the response of a network target object to the reception 
of a message sequence, comprising: 

creating means for creating a message sequence definition comprising a 
sequence item; and 

transmitting means for transmitting onto a communications network the 
message sequence, wherein the message sequence corresponds to said message sequence 
definition. 

2. The system of claim 1, wherein said sequence item comprises: 

a first data record representing a network source object identifier; 
a second data record representing a data message; 

a third data record representing a number of times to send the data message; 

and 

a fourth data record representing a delay time. 

3. The system of claim 1, wherein said creating means comprises: 

a message sequence engine that controls the behavior of a graphical user 
interface (GUI), said graphical user interface (GUI) comprising a window for displaying said 
message sequence definition, a window for editing said sequence item, and an activatable 
button; and 

a memory storage area accessible by said message sequence engine for storing 
said message sequence definition, 

4. The system of claim 3, wherein said creating means further comprises a storage 
means, accessible by said message sequence engine, for storing and retrieving data messages 
and said message sequence definition. 
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5. The system of claim 4, wherein said activatable button allows the user to signal 
said message sequence engine to load from said storage means one or more sequence items 
into said message sequence definition. 

6. The system of claim 1 , wherein said transmitting means includes: 
a message sequence engine; and 

a network interface coupled to said message sequence engine; 
said message sequence engine passing messages to said network interface and 
said network interface transmitting said messages onto said communications network. 

7. The system of claim 1 , further comprising: 

a data collecting means for receiving a message transmitted by said transmitting 
means and for storing said received message in a store forward file; 

a monitoring means for determining when said message has been stored in said 
store forward file; 

a reading means for reading said message from said store forward file, said 
reading means being activated upon said monitoring means determining that said message has 
been stored in said store forward file; and 

a distribution means for transmitting said message read by said reading means 
to the network target object. 

8. The system of claim 7, further comprising: 

a filtering means for filtering said message read by said reading means prior to 
said message being transmitted to the target object. 

9. A method for verifying the response of a network target object to the reception 
of a message sequence, comprising the steps of: 

creating a message sequence definition comprising one or more sequence items; 

and 

transmitting onto a communications network the message sequence, wherein 
the message sequence corresponds to said message sequence definition. 
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1 0. The method of claim 9, wherein the step of creating a message sequence 
definition includes the step of using a graphical user interface to specify said one or more 
sequence items. 

1 1 . The method of claim 9, further comprising the steps of: 
receiving a message transmitted by said transmitting means; 
storing the message in a store forward file; 

monitoring said store forward file to determine if the store forward file has 

been modified; 

upon determining that the store forward file has been modified, reading the 
message from the store forward file; and 

sending the message read from said store forward file to the network target 

object. 

12. The method of claim 1 1, further comprising the step of filtering the message 
prior to sending the message to the network target object. 

13. A system for generating a message sequence, comprising: 
a message sequence engine; 

a memory, coupled to said message sequence engine, for storing a message 
sequence definition; and 

a network interface, coupled to said message sequence engine, for transmitting 
the message sequence, wherein the message sequence corresponds to said message sequence 
definition. 

14. The system of claim 13, wherein said message sequence engine includes display 
means for displaying a graphical user interface, wherein a user interacts with said graphical 
user interface to specify sequence items to be included in said message sequence definition. 

15. A system for testing a network target object, comprising: 
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a message sequence generator for transmitting a message onto a 
communications network; 

a data collector for receiving said message from said communications network 
and storing said message in a store forward file; and 

a data distributor for reading said message stored in said store forward file into 
a memory and transmitting said message stored in said memory to the network target object. 

16. The system of claim 1 5, wherein said data distributor filters said message 
stored in said memory prior to transmitting said message to the network target object. 

17. A system for testing a network target object, comprising: 

a message sequence generator for transmitting a plurality of messages onto a 
communications network; 

a data collector for receiving at least one of said messages from said 
communications network and storing said at least one of said messages in a store forward file; 
and 

a data distributor for reading said messages stored in said store forward file 
into a memory and transmitting said messages stored in said memory to the network target 
object. 

18. The system of claim 17, wherein said data distributor filters said messages 
stored in said memory prior to transmitting said messages to the network target object. 
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